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Jason V. Chang"

ABSTRACT

The incidences of computer hacking have increased dramatically over
the years. Indeed, the current federal laws, including the Computer Fraud and
Abuse Act, have done very little to deter potential computer hackers. This
article finds that only a small percentage of computer hackers are ever caught
and prosecuted. The biggest problem is that most victimized companies
regrettably choose to hide the problem from the public due in part to negative
publicity concerns. As a result, this article proposes that a mandatory reporting
requirement imposed by Congress, which forces companies to disclose
intrusions, will be salient to the problem of computer hacking in several
regards. First, individuals who are affected by the intrusions will receive
advance warning that their personal information was stolen by hackers. This
will allow these affected individuals to take precautions in securing their
identities. Secondly, the mandatory reportings will assist law enforcement in
investigating and prosecuting a greater percentage of computer hackers. As
more prosecutions of computer hackers are publicized, this should reduce the
future incidences of computer hackings. Moreover, on July 1, 2003, California
became the first state to enact a reporting requirement for computer hackings.
This could provoke other states to pass similar reporting requirements. Because
computer hacking is a national (and international) problem, Congress needs to
consider enacting a reporting requirement before an untenable piecemeal state-
by-state solution occurs.

Keywords:  computer, hacking, hacker, intrusion, software security,
cybercrime, identity theft

* J.D. Candidate, 2004, Harvard Law School; B.S. Electrical Engineering, 2001, Georgia
Institute of Technology. | wish to acknowledge the support and guidance of Professor John
Palfrey of the Berkman Center for Internet & Society at Harvard Law School.



COMPUTER HACKING: MAKING THE CASE FOR A

NATIONAL REPORTING REQUIREMENT

l. Introduction

I1. Current Federal Laws
against Computer
Hacking

I11. Failures Preventing
Reduction in Intrusive
Computer Hacking

IV. Moving Towards a
National Reporting
Requirement for
Computer Intrusions

V. Benefits of the
Proposed Reporting
Requirement

VI. Critique of the
Proposed Reporting
Requirement

V1. Conclusion

Appendix

Jason V. Chang

Table of Contents



COMPUTER HACKING: MAKING THE CASE FOR A
NATIONAL REPORTING REQUIREMENT

© Jason V. Chang 2004 (Working Paper).”

l. INTRODUCTION

Computer hackings have grown at an alarming rate and the effects are
widespread and costly. Each year hackers steal millions of dollars worth of
proprietary information from companies and organizations. A survey by the
Computer Security Institute indicated that for the year 2002, theft of proprietary
information by hackers cost companies and organizations over $70 million.> The
cost to insure against these hackers is staggering— the market for hacker
insurance is expected to increase from $100 million in 2003 to $900 million by
2005.2 In addition, hackers can cause severe damage to computer systems by
altering or deleting data files and disabling software.

In addition to proprietary information, hackers also steal personal
information from these organizations and corporations including their customers’
credit card numbers, account numbers, and social security numbers. For example,
in 2000, hackers stole 55,000 credit card numbers from creditcards.com and
300,000 credit card numbers from CDUniverse.com.® The theft of personal
information such as credit card numbers raises serious concerns relating to both
identity theft and privacy.

“ Permission is granted to use this work under the Creative Commons Attribution License,
available at http://creativecommons.org/licenses/by/1.0/.

YCOMPUTER SECURITY INSTITUTE, CSI/FBI COMPUTER CRIME AND SECURITY SURVEY 20
(2003), available at http://www.security.fsu.edu/docs/FBI12003.pdf. The respondents to this
survey included 17% from high-tech companies, 15% from the financial sector, and 15% from
government agencies. Id. at 2. Further, more than half of the organizations taking part in the
survey had more than 1,000 employees while approximately 28% had more than 10,000
employees. Id. at 3.

2 Jon Swartz, Firms’ hacking-related insurance costs soar, USA ToDAY, Feb. 9, 2003,
available at http://www.usatoday.com/money/industries/technology/2003-02-09-hacker_x.htm.
Worse yet, many general-liability policies have now eliminated the hacking-related portion of the
coverage because of the number of claims filed within the last two years. See id. Thus,
companies are being forced to choose between paying $5,000 to $30,000 a year for $1 million in
stand-alone hacking coverage or not being insured against hackers at all. See id.

® Associated Press, Extortionist Puts Credit Card Data on Web, CBSNEWS.com, Dec.
14, 2000, at http://www.cbsnews.com/stories/2000/12/14/archive/technology/main257200.shtml.
In the creditcard.com incident, the hackers who stole the credit card numbers demanded $100,000
ransom. Id. When the extortion payment was not made, the hackers retaliated by posting the
stolen credit card numbers on a public webpage. 1d.


http://creativecommons.org/licenses/by/1.0/

Even more disconcerting than the theft of proprietary and personal
information is the fact that most companies and organizations are not reporting
hacking incidents to law enforcement.* According to surveys from 1999 to 2003,
only about 30% of hacking intrusions are ever reported.”> Further, Internet
technology presents high hurdles for law enforcement to trace the hacking
intrusions back to the hacker. This means that the vast majority of hackers have
very little chance of being caught and prosecuted.

Because tackling the area of computer hacking requires an understanding
of the technical issues involved, an Appendix is included, which will introduce
the numerous tools that hackers use to accomplish their intrusive hacking attacks.
Knowledge of this is necessary to appreciate the applicability of the current laws
to these tools. Some readers may find it helpful to reference the Appendix before
beginning Part 11 of the paper, which covers the scope of several federal laws
commonly used against hackers.

Part I11 of the paper will evaluate the technical, societal, and legal failures
that result in hackers not being caught or prosecuted. Against this background,
Part IV of this paper proposes a national reporting requirement to tackle the
problem of computer intrusions with respect to the computer networks of
organizations and corporations. The national reporting requirement framework
will propose one set of reporting requirements when privacy is at stake and
another set of reporting requirements aimed at deterring property damage by
hackers. Part V will then illustrate how such a framework for a national reporting
requirement could help bridge the current technical, societal, and legal
shortcomings discussed in Part 111 and thus reduce the number of computer
intrusions in business and organizational computer networks as a whole. Finally,
Part VI anticipates and responds to several major arguments against a reporting
requirement.

While there is also the problem of hacking into personal computers, this
paper does not intend to address that problem. However, as will be discussed in
Part 111 of the paper, many hackers take control of personal computers for the
purpose of launching hacking attacks on corporate computers. Accordingly, it is
conceivable that reducing the number of corporate and organizational hacking
intrusions will result in a proportionate decline in the number of personal
computers attacked.

* See COMPUTER SECURITY INSTITUTE, supra note 1, at 17.
5 -
See id.



IR CURRENT FEDERAL LAWS AGAINST COMPUTER HACKING

This section covers the federal approaches applicable to computer crimes
that may be relevant to the problem of computer hacking. The author realizes that
some states may have their own laws tailored toward various computer crimes,
like the variations of the proposed Federal Computer Systems Protection Act.®
Further, many practitioners have been creative in applying common law
approaches along with other state laws (such as trade secrets law) to the area of
cybercrime.” However, because of the numerous jurisdictional limitations of
state laws® and because computer hacking is not limited by state borders, this
paper focuses on the two main federal laws relevant to computer hacking—the
Electronic Communications Privacy Act and the Computer Fraud and Abuse Act.

A Electronic Communications Privacy Act

The Electronic Communications Privacy Act of 1986 (“ECPA”) was
Congress’s patchwork attempt to fit new crimes into the existing laws.® Title I of
the ECPA amended the Federal Wiretap Act, 18 U.S.C. 88 2510 et al., to include
not only wire or oral communications, but also electronic communications.*
Title 11 of the ECPA created the Stored Communications Act."* The coverage of
both the Federal Wiretap Act and the Stored Communications Act is described
below.

1. Federal Wiretap Act, 18 U.S.C. 88 2510 et al.

Title | of the ECPA amended the Federal Wiretap Act to cover not only
wire and oral communications, but also electronic communications.*?> The current

® See, e.g., the Georgia Computer Systems Protection Act at O.C.G.A. § 16-9-90 (2002).
 As an example, in Ebay, Inc. v. Bidder’s Edge, Inc., Bidder’s Edge, an auction
aggregation site, used an unauthorized robot to collect auction listings from eBay’s site. See 100

F. Supp. 2d 1058, 1062-63 (N.D. Cal. 2000). Based on eBay’s claim that Bidder’s Edge’s
activities constituted trespass to chattels, the court granted a preliminary injunction against
Bidder’s Edge’s use of robots to collect information from eBay’s site. See id. at 1072.

® The author also realizes that computer hackings often originate from foreign
countries—China is one such example. See, e.g., Daniel M. Creekman, Comment, A Helpless
America? An Examination of the Legal Options Available to the United States in Response to
Varying Types of Cyber-Attacks from China, 17 Am. U. Int’l Rev. 641, 675 (2002) (stating that the
“lack of an agreement with China, whether a bilateral extradition treaty or a multilateral
international agreement, prevents an action to seek legal redress from a lone Chinese citizen-
hacker, regardless of the importance of the victimized computer system.”). This raises
international jurisdictional issues that, while important in certain circumstances, are beyond the
scope of this undertaking.

° See Konop v. Hawaiian Airlines, Inc., 302 F.3d 868, 874 (stating that the “existing
statutory framework is ill-suited to address modern forms of communications”).

19 See id. (reviewing S. Rep. No. 99-541, at 3 (1986)).

1 See id.

12 See id. (stating that the Wiretap Act was amended to “address[] the interception of . . .
electronic communications™). Congress gave “electronic communications” an expansive
definition. An electronic communication is “any transfer of signs, signals, writing, images,



version of the Wiretap Act prohibits intentionally intercepting (or endeavoring to
intercept) any wire, oral, or electronic communication.*® In addition, the Wiretap
Act punishes disclosing or using the contents of any wire, oral, or electronic
communication with knowledge that the information was obtained through the
prohibited interception of a wire, oral, or electronic communication.**

A large blow to the effectiveness of the Wiretap Act against computer
hackers was the judicially-interpreted requirement of an “acquisition
contemporaneous with transmission.”*® This means that hackers that obtain
information through their intrusive attacks do not violate the Wiretap Act unless
they capture the information while it is being transmitted from one computer to
another.'® Presumably, the Wiretap Act applies to hackers who install network
packet sniffers (“sniffers”) to intercept real-time communications. This is
because sniffers capture network data packets while they are in transmission, and
thus the acquisitions of the data packets by the sniffers are contemporaneous with
their transmission from one computer to another. Unfortunately, the case law is
absolutely devoid of examples of prosecutions in such cases.

sounds, data, or intelligence of any nature transmitted in whole or in part by a wire, radio,
electromagnetic, photoelectronic or photooptical system that affects interstate or foreign
commerce, but does not include-- (A) any wire or oral communication....” 18 U.S.C. §
2510(12).

3 See 18 U.S.C. § 2511(1)(a) (prohibiting “intentionally intercept[ing], endeavor[ing] to
intercept, or procur[ing] any other person to intercept or endeavor to intercept, any wire, oral, or
electronic communication”). A violation of 18 U.S.C. § 2511(1) may result in a fine or
imprisonment for not more than five years, or both. See 18 U.S.C. § 2511(4). Notwithstanding
possible criminal punishment, the Wiretap Act generally authorizes recovery of civil damages.
See 18 U.S.C. § 2520(a) (stating that “any person whose wire, oral, or electronic communication is
intercepted, disclosed, or intentionally used in violation of this chapter . . . may in a civil action
recover from the person or entity . . . which engaged in that violation such relief as may be
appropriate”).

14 See 18 U.S.C. § 2511(1)(c) (prohibiting “intentionally disclos[ing], or endeavor[ing] to
disclose, to any other person the contents of any wire, oral, or electronic communication, knowing
or having reason to know that the information was obtained through the interception of a wire,
oral, or electronic communication in violation of this subsection”); 18 U.S.C. § 2511(1)(d)
(prohibiting “intentionally us[ing], or endeavor[ing] to use, the contents of any wire, oral, or
electronic communication, knowing or having reason to know that the information was obtained
through the interception of a wire, oral, or electronic communication in violation of this
subsection”).

> The word “intercept” as used in the Wiretap Act has been interpreted to mean an
“acquisition contemporaneous with transmission.” See U.S. v. Steiger, 318 F.3d 1039, 1048 (11th
Cir. 2003), cert. denied, 123 S. Ct. 2120 (2003). The Fifth, Ninth, and Eleventh Circuit have all
required such an interpretation of the word “intercept.” See Theofel v. Farey-Jones, 341 F.3d 978,
986 (9th Cir. 2003); Steiger, 318 F.3d at 1048; Konop v. Hawaiian Airlines, Inc., 302 F.3d 868,
878-89 (9th Cir. 2002) (withdrawing contrary panel opinion at 236 F.3d 1035 (9th Cir. 2001));
Steve Jaclksson Games, Inc. v. U.S. Secret Serv., 36 F.3d 457, 460 (5th Cir. 1994).

See id.



2. Stored Communications Act, 18 U.S.C. 8§ 2701 et al.

The Stored Communications Act (“SCA”) was created by Title 11 of the
ECPA.Y Title 18 U.S.C. § 2701(a) of the SCA punishes “whoever—(1)
intentionally accesses without authorization a facility through which an electronic
communication service is provided; or (2) intentionally exceeds an authorization
to access that facility; and thereby obtains, alters, or prevents authorized access to

wire or electronic communication while it is in electronic storage in such system .
»18

The SCA only applies if the target of the attack is an “electronic
communication service.”*® An electronic communication service is defined as
“any service which provides to users thereof the ability to send or receive wire
communications.”? An email server would clearly fit this definition as would
Internet Service Providers.? However, courts have determined that personal
computers are not electronic communication services within the purview of the
SCA.? Unfortunately, this means that if the hacker breaks into a computer that is
not a qualifying electronic communication service, then the SCA does not apply.
This limitation has curbed the effectiveness of the SCA against computer hackers.

B. Computer Fraud and Abuse Act (18 U.S.C. § 1030)

1. Overview

Title 18 U.S.C. § 1030, otherwise known as the Computer Fraud and
Abuse Act (“CFAA?”), is currently the most targeted and comprehensive federal

law directed towards computer-related criminal conduct. The premise behind the
enactment of the CFAA was to “deter and punish those who intentionally access

17 See supra note 11.

818 U.S.C. § 2701(a). Violations of the SCA may result both fines and imprisonment (if
offense was for commercial advantage, malicious destruction or damage, or private commercial
gain, or in furtherance of any criminal or tortuous act, then imprisonment for not more than 5
years for first offenses or not more than 10 years for a subsequent offense). See 18 U.S.C. §
2701(b). In addition, in certain circumstances, civil causes of action are authorized. See 18
U.S.C. § 2707 (stating that “any provider of electronic communication service, subscriber, or other
person aggrieved by any violation of the [Stored Communications Act] in which the conduct
constituting the violation is engaged in with a knowing or intentional state of mind may, in a devil
action, recover from the person or entity . . . which engaged in that violation such relief as may be
appropriate”).

19 See 18 U.S.C. § 2701(a).

2018 U.S.C. § 2510(15) incorporated by 18 U.S.C. § 2711(1) (stating that “the terms
defined in section 2510 of this title have, respectively, the definitions given such terms in that
section”).

2! See Theofel, 341 F.3d at 984-85 (finding that email stored at an Internet Service
Provider is within the scope of the SCA); Steiger, 318 F.3d at 1049 (noting that “the SCA may
apply to the extent the source accessed and retrieved any information stored with [the] Internet
service provider™).

%2 See Steiger, 318 F.3d at 1049 (stating that ordinarily a personal computer does not
meet the requirements of an electronic communication service).



computer files and systems without authority and cause harm.”?®* The CFAA
contains seven substantive provisions. Each of the seven provisions will be
introduced according to its statutory order.

First, section 1030(a)(1) prohibits knowingly accessing a computer
without authorization or exceeding authorization, thereby obtaining and
subsequently transferring classified government information.?*

Next, section 1030(a)(2), which is highly applicable to intrusive computer
hackers, proscribes intentionally accessing a computer without authorization or
exceeding authorization and obtaining information from a financial institution,
any department or agency of the United States, or any protected computer®
involved in interstate or foreign communication.?

Section 1030(a)(3) makes it a crime to intentionally, without
authorization, access a nonpublic computer of a department or agency of the
United States.”’

Section 1030(a)(4) prohibits knowingly and with intent to defraud,
accessing a protected computer without authorization (or in excess of
authorization) and thereby obtaining anything of value greater than $5,000 within
any 1-year period.”®

Section 1030(a)(5)(A) is the main anti-hacking provision and contains
three types of offenses. Subsection 1030(a)(5)(A)(i) proscribes knowingly
causing the transmission of a program, information, code, or command, and as a
result, intentionally causing damage without authorization to a protected
computer.?® Prior to the amendment by the USA PATRIOT Act of 2001
(“PATRIOT Act”), the CFAA defined damage as “any impairment to the integrity
or availability of data, a program, a system, or information that-- (A) causes loss

% Doe v. Dartmouth-Hitchcock Med. Ctr., 2001 DNH 132 (D. N.H. 2001) (reviewing S.
Rep. no. 104-357 (1996), pts. 11, 111).

% See 18 U.S.C. § 1030(a)(1).

% The definition of a “protected computer” is very inclusive. “[T]he term ‘protected
computer’ means a computer—(A) exclusively for the use of a financial institution or the United
States Government, or in the case of a computer not exclusively for such use, used by or for a
financial institution or the United States Government and the conduct constituting the offense
affects that use by or for the financial institution or the Government; or (B) which is used in
interstate or foreign commence or communication, including a computer located outside the
United States that is used in a manner that affects interstate or foreign commerce or
communication of the United States.” 18 U.S.C. § 1030(e)(2). It is not difficult to imagine that
most computers connected to the Internet are involved in interstate commerce. Indeed, over 50
million American computers that are connected to the Internet can be classified as “protected
computers.” See Mary M. Calkins, They Shoot Trojan Horses, Don’t They? An Economic
Analysis of Anti-Hacking Regulatory Models, 89 Geo. L.J. 171, 172 (2000).

% See 18 U.S.C. § 1030(a)(2).

%7 See id. § 1030(a)(3).

% See id. § 1030(a)(4).

% See id. § 1030(a)(5)(A)(i).



aggregating at least $5,000 in value during any 1-year period to one or more
individuals.”® Following the amendments by the PATRIOT Act, the CFAA
eliminated the $5,000 jurisdictional requirement in criminal cases and damage is
now broadly defined as “any impairment to the integrity or availability of data, a
program, a system or information.”** While subsection 1030(a)(5)(A)(i) focuses
more on intentionally causing damage (without regard to authorization),
subsection 1030(a)(5)(A)(ii) focuses on intentionally accessing a protected
computer without authorization.*® Subsection 1030(a)(5)(A)(ii) proscribes
intentionally accessing a protected computer without authorization and thereby
recklessly causing damage. Finally, subsection 1030(a)(5)(A)(iii) proscribes
intentionally accessing a protected computer without authorization and thereby
causing damage.®

Section 1030(a)(6) prohibits the trafficking of passwords through which a
computer may be accessed without authorization.**

Finally, section 1030(a)(7) makes it a crime for someone to transmit a
communication in interstate or foreign commerce that threatens damage to a
protected computer for the intent of extorting money or other things of value.*®

2. The CFAA as applied to intrusive computer hackers

Of the seven prohibitions listed in the CFAA, two of these are particularly
important to the prosecution of intrusive computer hackers—namely sections
1030(a)(2) and 1030(a)(5).

As stated above, section 1030(a)(2) applies to a hacker who intentionally
accesses a computer without authorization or exceeds authorization and obtains
information from a protected computer involved in interstate communication.*
For example, a hacker may violate section 1030(a)(2) by obtaining unauthorized
access to an Internet computer through war dialing or through a Trojan horse®’
and then obtaining sensitive personal information such as social security numbers
or credit card numbers from the hijacked computer.

In addition, section 1030(a)(5) applies to a hacker that causes damage to a
protected computer. If the damage was caused by the transmission of a program,
information, code, or command, then subsection 1030(a)(5)(A)(i) is applicable.*®

%0 1d. § 1030(e)(8) (1994 & Supp. 1V 1998).

51 1d. § 1030(e)(8).

%2 See id. § 1030(a)(5)(A)(ii).

% See id. § 1030(a)(5)(A)(iii).

% See id. § 1030(a)(6).

% See id. § 1030(a)(7).

% See supra note 26 and accompanying text.

%" See parts C and E in the Appendix for discussions regarding war dialing and Trojan
horses.

% See 18 U.S.C. § 1030(a)(5)(A)(i).



Therefore, a Trojan horse (and also other viruses and worms) would be such a
“program, information, code, or command” invoking the prohibition of subsection
1030(a)(5)(A)(i). Alternatively, if the damage was caused from unauthorized
access, then either subsection 1030(a)(5)(A)(ii) or subsection 1030(a)(5)(A)(iii)
would apply.®* Once the hacker obtains access to the computer, either through a
Trojan horse or other unauthorized means such as war dialing or buffer overflow
attacks,*® damage can result from altering or deleting existing files or otherwise
impairing “the integrity or availability of data, a program, a system or
information.”*

A violation of any of the seven prohibitions of the CFAA can result in
criminal sanctions.*> However, for civil damages, a violation of the CFAA must
include at least one of the five factors listed in section 1030(a)(5)(B).** The most
relevant of these five factors is the requirement of a “loss to 1 or more persons
during any 1-year period . . . aggregating at least $5,000 in value.”** This often
presents a hurdle for victims who sometimes find it difficult to prove a loss of
$5,000 in value.

1. FAILURES PREVENTING REDUCTION IN INTRUSIVE COMPUTER HACKING

As described in the Appendix, intrusive computer hackers have a variety
of tools available for them to breach the security of computer systems. Indeed,
many hackers themselves freely share the tools and methods they have developed
or acquired.* Hackers, in addition, also utilize several additional tools to help
conceal their tracks. It is estimated that at most, only ten percent of successful
intrusions are ever detected.”® Even if an intrusion is successfully detected, a
rough estimate is that only between one and seventeen percent of these detected
intrusions are ever reported to law enforcement.*” Finally, of the successful
intrusions reported to law enforcement, only a small percentage of these cases are

% See id. § 1030(a)(5)(A)(ii) and (iii).

%0 See part D of the Appendix for a discussion regarding buffer overflow attacks.

“118 U.S.C. § 1030(e)(8).

%2 See id. § 1030(c) (describing the punishments for violations of § 1030(a) or § 1030(b)).

¥ See 18 U.S.C. § 1030(g) (stating that “[a] civil action for a violation of this section may
be brought only if the conduct involves 1 of the factors set forth in clause (i), (ii), (iii), (iv), or (v)
of subsection (a)(5)(B)").

*“ See 18 U.S.C. § 1030(a)(5)(B)(i).

*® There is actually a hacker code of ethics that is generally followed by some in the
hacking underground. Among these rules are to “always be willing to freely share and teach your
gained knowledge and methods” and to “respect knowledge and freedom of information.” See
Brian Matheis, Hacker Ethics: Part 11, Nov. 25, 2003, at
http://www.geocities.com/brian_matheis/hacker_ethics/part2.html (last visited Mar. 26, 2004).

% See Jamila Harrison Vincent, Cyberterrorism, at
http://gsulaw.gsu.edu/lawand/papers/fa0l/harrisonvincent/ (last visited Mar. 26, 2004).

" See id. However, these numbers are not beyond dispute. Surveys by the Computer
Security Institute have found that approximately 30% of its respondents have reported their
incidents to law enforcement. See supra note 5.



successfully prosecuted.”® A 1999 study by David Banisar (“Banisar”), who was
involved with the Electronic Privacy Information Center, found that in 1998, of
the 419 cases of computer fraud referred to federal prosecutors, only 83 cases
were prosecuted.”* Moreover, of these 83 cases, only 57 cases reached
disposition— with 47 ending in convictions and the remaining 10 ending
unsuccessfully for prosecutors.®® Surprisingly, the average sentence was only five
months and half of the defendants who were convicted received no jail time at
all.>* Against this background, this paper will now discuss the technical, societal,
and legal failures that contribute to the unsuccessful prosecution of computer
hackers.

A. Technical Failures

The federal laws discussed in Part 11— the ECPA and CFAA— are only
effective against computer hackers if they are apprehended. In this section, the
various tools and methods that computer hackers use to conceal their activities
and evade law enforcement will be discussed.

1. Tracing difficulties

All computers communicating on the Internet are assigned an Internet
Protocol (“IP”) address.* This IP address uniquely identifies a computer and is
similar to how a street address identifies a particular home.>® Because malicious
hackers want to make it more difficult for law enforcement to find them, they will
oftentimes mask their activities. These hackers may utilize intermediate
computers, delete log files, or utilize anonymous proxy servers as described
below.

a. Utilization of intermediate computers

If a hacker has compromised a computer, the hacker may utilize this
compromised computer as a “launching pad” for attacks on other computers.>*
By launching their attacks from intermediate computers, computer hackers can
make it more difficult for law enforcement to trace their attacks.

“® See Kevin Poulsen, Study: Cybercime cases up 43 percent, ZDNET NEws, Aug. 4,
1999, at http://zdnet.com.com/2100-11-515355.htmlI?legacy=zdnn.

“ See id.

%0 See id.

> See id.

%2 For a short and simple introduction on IP addresses, see Russ Smith, The IP Address:
Your Intesranet Identity, CONSUMER.NET, Mar. 29, 1998, at http://consumer.net/IPpaper.asp.

See id.

** See VERISIGN, INC., HACKING AND NETWORK DEFENSE 10 (2002), available at
http://www.securitytechnet.com/resource/rsc-center/vendor-wp/verisign/hacking.pdf (last visited
Mar. 26, 2004) (stating that “[r]ather than use his or her own system to launch an attack, the
hacker decides to use [the compromised computer]”).



For example, the hacker can utilize compromised Computer A to connect
to compromised Computer B, which is then used to attack the target computer. In
this example, this means that law enforcement must penetrate two additional
layers of anonymity (Computers A and B) before discovering the hacker’s
computer.®

As a first step, law enforcement will investigate the log file of the target
computer (and its Internet Service Provide (“ISP™)). The log file of the target
computer (or its ISP) will indicate the IP address of Computer B. Investigators
must then travel to Computer B and obtain its log file. The log file of Computer
B (or its ISP) may point to the IP address of Computer A. Investigators must then
go to Computer A (or its ISP) to obtain its log file, and, if lucky enough, will
obtain the IP address of the hacker’s own personal computer. Further, law
enforcement will likely have to obtain subpoenas and court orders to obtain access
to Computers A and B (or the ISP’s of Computers A and B).*®

b. Problems with log files

In the above example, tracking a computer hacker from the target
computer to the hacker’s personal computer requires that the log files at
intermediate Computers A and B (or their respective ISP’s) be intact. Several
problems may occur with respect to these log files: (1) some victim computers do
not keep log files; (2) the hackers sometimes alter or delete log files upon gaining
entry into the compromised computer; (3) or the ISP’s log files have been
routinely cleared before law enforcement sends the retention letter to the ISP.>" If
any of these three events occur, then the chain from the target computer to the
hacker has been broken and law enforcement will have to turn to traditional
investigative techniques.”® Unfortunately, these traditional investigative
techniques are oftentimes inadequate to identify the hacker.>®

2. Existence of anonymous proxy servers
Most users access the Internet through legitimate proxy servers provided

by reputable companies such as AOL or Earthlink. These legitimate proxy
servers keep logs of the activities of their users. However, the existence of

%> Sometimes these compromised computers are misconfigured proxy servers. When a
hacker connects to target computer through a proxy server, the proxy’s IP address, rather than the
hacker’s IP address, is recorded on the target computer’s logs. See Chris Prosise and Saumil Shah,
Hackers’ Tricks to Avoid Detection, SECINF.NET NETWORK SECURITY LIBRARY, Oct. 16, 2002, at
http://secinf.net/info/misc/tricks.html.

% See DANIEL A. MORRIS, US ATTORNEYS’ BULLETIN: TRACKING A COMPUTER HACKER
(2001), at http://www.cybercrime.gov/usamay2001_2.htm (last updated July 10, 2001) (stating
that “[s]ubpoenas and court orders to each bounce point may be necessary to identify the hacker”).

> See id. (discussing that a victim that has no record of the IP address of the attacking
computer may leave investigators to traditional investigation techniques that may be inadequate).

% See id.

¥ See id.
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anonymous proxy servers®® make it much more difficult for law enforcement to
find hackers because anonymous proxy servers intentionally do not keep any log
files at all. Utilizing the same example above, this means that at best, the log file
of Computer A (or its ISP) will give the IP address of the anonymous proxy
server, which is insufficient to uniquely identify a hacker out of the perhaps
thousands of people who connect to the Internet through the anonymous proxy
server.

B. Societal Failures

Sometimes hackers are never caught because companies never alert law
enforcement to the hacker’s intrusive activity. At other times, even cases that are
referred to law enforcement and prosecutors (assuming the hacker-defendant can
be identified) result in relatively low prosecution rates. This subsection explains
why companies fail to report and why prosecutors fail to prosecute.

1. Failure to report

The 2003 CSI/FBI Computer Crime and Security Survey (2003 CSI/FBI
Survey”) found that in 2002, only thirty percent of the companies and
organizations surveyed reported computer intrusions to law enforcement.®* Some
of their reasons for not reporting include competitive advantage concerns,
negative publicity concerns, and lack of knowledge that anything could be done.®?

a. Competitive advantage concerns

When asked why their organization did not report intrusions to law
enforcement, sixty-one percent of the respondents to the 2003 CSI/FBI Survey
indicated that they feared that their competitors would use this information
advantageously.® For example, competitors may advertise that they are not
subject to the same security loopholes as the hacked company. These competitors
may then be able to divert customers from the hacked company.

In addition, once federal law enforcement gets involved, they oftentimes
move at a painfully slow rate.®* Further, federal agents may freeze, and thus
make unavailable for an extended period of time, the resources that were

% For an example of an anonymous proxy server, see http://www.multiproxy.org or
http://www.anonymizer.com.

61 See COMPUTER SECURITY INSTITUTE, supra note 1, at 18. Previously, the 2002, 2001,
2000, and 1999 surveys indicated reporting rates of 34%, 36%, 25%, and 32% respectively. See
id.

62 See id. at 19.

% See id. (only 45% of the total respondents answered this question).

% See Thomas C. Greene, Is prosecuting hackers worth the bother?, THE REGISTER, Aug.
21, 2001, at http://www.theregister.co.uk/content/6/21184.html (discussing how deliberately the
Feds conduct their investigation).
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compromised by the hacker.®> The company may also have to expend additional
resources in providing Federal agents with information about its business, in
attending interviews, and in making employees available as witnesses for tria
Thus, many companies are concerned that if a substantial amount of their
resources are diverted towards the investigation, their competitors may gain the
competitive advantage and manage to outmaneuver them in the marketplace.

66
l.

Perhaps a good example of this occurred after hackers penetrated the
systems of Egghead.com®’ (“Egghead”) in December 2000. Immediately after the
intrusion, Egghead spent substantial resources hiring the “world’s leading
computer security experts” to investigate the extent of the security breach and to
analyze the current security measures.®® While Egghead had expected to learn the
extent of the security breach within 5 days, the investigation required 20 days,
perhaps because a full forensics investigation had to be done.*® Further, law
enforcement was simultaneously pursuing a criminal investigation.”® Shortly after
the hacking incident, Egghead’s business took a turn for the worse.”* Egghead
blamed the shortfall in expected sales in the following fourth quarter (February
2001) on “softening of consumer demand for personal computers and related
technology products.”’® Perhaps Egghead, consumed with dealing with the
hacking incident, was not able to recognize and respond quickly enough to the
intense competition within the computer and software marketplace. Egghead’s
inability to respond quickly enough to the marketplace was permanently marked
on October 15, 2001.” On that day, Egghead filed for bankruptcy, citing an
unexpected sharp drop in sales during the preceding several weeks.” Egghead’s
fate was sealed when Amazon.com successfully purchased the assets of Egghead
through a bankruptcy auction.”

% Once the Federal agents get involved, many restrictions on what information can be
collected and how it is to be collected will kick in. See id.

% See id.

87 Egghead.com previously sold computers, software, and consumer electronics on its
web site.

%8 See Lori Enos, Egghead Hacked and Cracked, E-CoMMERCE TIMES, Dec. 22, 2000, at
http://www.ecommercetimes.com/perl/story/6286.html.

% See Robert Lemos, Lengthy Egghead investigation costs banks millions, CNET
NEws.com, Jan. 9, 2001, at http://news.com.com/2009-1017-250745.html?legacy=cnet
(discussigog the steps Egghead took after the hacking incident was discovered).

See id.

™ See Carol King, EGGHEAD.COM SALES SOFT IN Q4, INTERNETNEWS.COM, Jan. 26, 2001,
at http://www.internetnews.com/ec-news/article.php/571601 (reporting that Egghead’s sales
revenue i7r; the fourth quarter would not meet analysts’ expectations).

See id.

" see Michael Mahoney, Egghead Files for Bankruptcy, Sells Assets, E-COMMERCE
TIMES, Aug. 16, 2001, at http://www.ecommercetimes.com/perl/story/12841.html (discussing
Egghead’s bankruptcy proceedings).

™ See id. (discussing that the initial plan under bankruptcy was to sell most of its assets to
Fry’s Electronics, a California brick-and-mortar retail chain).

™ Amazon.com purchased Egghead’s Web address, customer data, trademarks, and other
related intellectual property for $6.1 million in cash. See Ana Leticia Sigvartsen, Egghead reborn
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b. Negative publicity concerns

The potential negative publicity that may come from reporting computer
intrusions can be quite damaging and therefore can also be a contributing factor to
the non-reporting of intrusive computer attacks.’® For example, the
CDuUniverse.com (“CDUniverse”) hacking incident in 2000, where 300,000 credit
card numbers were stolen by a hacker, was widely publicized by the media.”’
Undoubtedly, CDUniverse lost many sales during the time that its web site was
unavailable to potential customers. More importantly, however, many potential
customers declined making purchases from CDUniverse for fear that their own
credit card numbers would be stolen by hackers.™

Indeed, “most companies believe that the public relations (‘PR’) costs of
being identified with weak security are far greater than the damage most
malicious hackers can inflict.””® Seventy percent of the respondents in the 2003
CSI/FBI indicated that negative publicity was a factor in not reporting intrusions
to law enforcement.®® Accordingly, most large companies tend to handle the
problem in-house rather than risk the potential costs of negative publicity.®

C. Lack of knowledge by victims that anything can be done

Fifty-three percent of respondents in the 2003 CSI/FBI Survey indicated
that they did not know they could report these incidents.? The survey narrates a
highly probable explanation about the low rates of reporting:

While [the lack of reporting] may seem strange, . . . it makes more sense
in that it isn’t always obvious who to turn to when someone has been
hacking, say, your Web storefront’s customer database. Should you turn
to the local police? By and large, you won’t get much help there. Should
you turn to the FBI? In some cases they can help you and in others, they

through Amazon, Nov. 5, 2001, INFOSATELLITE.COM, at
http://www.infosatellite.com/news/2001/12/a051201egghead_amazon.html.

"® See COMPUTER SECURITY INSTITUTE, supra note 1, at 19 (indicating that in 2003, 70%
of respondents cited negative publicity concerns as a reason for not reporting intrusions).

" See Extortionist Puts Credit Card Data on Web, supra note 3.

"8 See Maria Atanasov, The truth about Internet Fraud: Merchants Pay the Price, ZDNET
AUSTRALIA, Mar. 13, 2001, at http://www.zdnet.com.au/news/business/0,39023166,20208623,00.htm (“AS
CDuUniverse . . . can attest, fraud's most devastating effects are not the material costs associated
with chargebacks or bank fees. What's often worse is the resulting damage to a merchant's
reputation, erosion of consumer trust, and, ultimately, lost sales.”).

7 See Greene, supra note 64.

8 See COMPUTER SECURITY INSTITUTE, supra note 1, at 19 (only 45% of the total
respondents answered this question).

8 San Diego Supercomputer Center Security Manager Tom Perrine, speaking at the tenth
annual (2001) USENIX security Symposium in Washington, indicated that “[i]f you’re a Fortune
500, there’s about a 99.995 percent chance that you’re going to cover up and go on.” See id.

8 See id. (reporting that only 45 percent of the total survey respondents indicated why
they didn’t report the intrusions, and of these 45 percent, 53 percent stated that they did not know
that they could report these incidents).
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can’t (but it sure doesn’t hurt to call).®®

This lack of knowledge that anything can be done is not surprising given the low
number of prosecutions of other hackers. Thus, the result is that many hackers
that could be prosecuted if only reported are not being held accountable for their
intrusive attacks.

2. Failure to prosecute

Notwithstanding the failure in reporting hackers, the failure in prosecuting
hackers also creates a situation in which hackers are not being held accountable
for their intrusive attacks. In this subsection, two factors for why hackers are not
being prosecuted will be explored—a lack of understanding by law enforcement
and the fact that computer crimes are difficult to prove.

a. A lack of understanding in hacking cases

Law enforcement has struggled with prosecuting hackers because the
technology is complex and difficult to understand.?* The result is that the vast
amount of evidence presented along with the lack of understanding by police and
prosecutors oftentimes leads to unnecessary searches, arrests, and court delays.®
Thus, it is not surprising that in 1998, just under twenty percent of referred cases
were prosecuted.?® Moreover, this twenty percent is slim compared to the overall
federal prosecution rate in 1998, which was approximately sixty-one percent.®’

b. “Computer crime is terribly hard to prove”®

In the 1999 Banisar study discussed above, of the 419 cybercrime cases
referred to prosecutors, 336 were dismissed.®® The majority of these cases were
dismissed for lack of supporting evidence.*

The lack of supporting evidence can result from either concealment by the
hackers themselves (as discussed in Part 111.A) or by delayed or improper actions
by others. For example, as discussed above, Internet Service Providers may have
routinely cleared their log files before receiving the retention order by law

8 Seeid. at 17.

# Rob Apgood, The Difficulty of Prosecuting High Tech Crimes, WASHINGTON STATE
BAR ASSOCIATION, Nov. 1999, at
http://www.wsba.org/media/publications/barnews/archives/1999/nov-99-crimes.htm (stating that
“the world of high-tech crime is frequently too complex for police and prosecutors to handle
properly”).

% See id.

% The actual percentage was 19.8% (83 of 419 referred cases). See Poulsen, supra note
48.

8 In 1998, of the 132,772 referred cases, 82,071 of these were prosecuted. See id.

® This statement was made in 1999 by then FBI spokesperson Debbie Weierman. See id.

% see Apgood, supra note 84.

% See id.
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enforcement.

All too often, companies that have been hacked into have not taken the
proper steps to preserve evidence. Sometimes the hijacked computers remain in
use, thereby overwriting all traces of the hacker’s footprints.* Or at other times,
companies may inadvertently destroy the traces of the hacker as they try to
ascertain the damage to the hijacked computer system. Indeed, proper
preservation of evidence requires that deliberate and laborious steps be taken,
including making a byte-stream copy of the hijacked computer’s hard-drive and
employing forensic software to uncover changes on the hijacked computer.®?

C. Failures in the ECPA and CFAA

Finally, there are some failures in the current federal laws that allow the
problem of intrusive computer hacking to continue. This includes loopholes in
the ECPA and the lack of deterrence by the CFAA.*® Moreover, the CFAA fails
to hold software manufacturers liable for the negligent design of software.**

1. Judicial exceptions to the ECPA

The courts themselves have conceded the shortcomings of the ECPA,
which includes the Wiretap Act and the Stored Communications Act (“SCA”) as
described above in Part 11.A. For example, in United States v. Steiger, the 11th
Circuit stated that “our reading of the Wiretap Act to cover only real-time
interception of electronic communications, together with the apparent non-
applicability of the SCA to hacking into personal computers to retrieve
information stored therein, reveals a legislative hiatus in the current laws
purporting to protect privacy in electronic communications.”*

As previously explained, the Wiretap Act applies only to acquisitions
contemporaneous with transmission and, thus, typically would only apply to the
hacker’s use of network packet sniffers.”® However, other hacking tools
described in the Appendix such as buffer overflow attacks and Trojan horses are
not prohibited by the Wiretap Act (although may be prohibited by other federal
and state laws).

In addition, the SCA mainly applies against intrusive hackers whose

°! For example, some of the evidence may be contained in a computer’s temporary swap
file. If the computer is rebooted, this temporary swap file is cleared.

%2 See Scott Grace, Computer Incident Response and Computer Forensics Overview,
SANS INSTITUTE, at http://www.giac.org/practical/gsec/Scott_Grace_ GSEC.pdf (last visited Mar.
26, 2004) (discussing how the computer expert will use forensic software to discover, to the extent
possible, affected files and any attempts to hide, delete, protect, or encrypt information).

% See infra Part 111.C.2.a.

% See 18 U.S.C. § 1030(g) (discussed infra in Part 111.C.2.b)

%318 F.3d 1039, 1049 (11th Cir. 2003) (emphasis added).

% For a discussion on network packet sniffers, see part F of the Appendix.
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attacks are against Internet Service Providers, email servers, and other electronic
communication services.”” But, many computers that contain highly sensitive
information would be more akin to a personal computer and not be considered an
electronic service within the purview of the SCA.%*® Hackers could obtain access
to these non-electronic communication service computers by either using a
launch-pad style attack™ (by utilizing a company’s computer that is visible on the
Internet to access a company’s internal computer that is not accessible on the
Internet) or through war dialing as described in Part C of the Appendix.

2. Failures in the CFAA

While the ECPA provides only limited assistance to the problem of
intrusive computer hacking, the current version of the Computer Fraud and Abuse
Act (including changes made by the PATRIOT Act) has covered many of the
deficiencies of the ECPA.'® Despite overcoming the deficiencies of the ECPA,
the main problem with the CFAA is that it does not appear to be deterring
intrusive computer hackers.'®* In addition, the CFAA does not hold software
manufacturers liable for the negligent design of their software.'*

a. Lack of deterrent effect of the CFAA

Twenty years have passed since the enactment of the first version of the
CFAA in 1984, and the incidences of intrusive computer hacking have not
declined but rather increased.'® The 2003 CSI/FBI survey indicated that system
penetrations for respondents increased from fifty-two in 1999 to one hundred
thirteen in 2002 and eighty-eight in 2003.**

A possibility is that computer hackers may not know of the seriousness of
penalties for certain violations of the CFAA. There is some support for this
proposition. Some of the broadening amendments, including the definitions of
damage and protected computers have only occurred recently.'® Other
provisions such as the strong protection of government computers have stood the
test of time. Indeed, the CFAA was initially enacted in 1984 to protect
government computers (and financial computers) from hackers. In 2002, a
modern day hacker named HeX compiled a revised code of ethics for the hacking

%" See supra Part I1.A.2

% See Steiger, supra note 22.

% See Part 111.A.1.a for how intermediate computers may be used to access the target
computer.

100 See 18 U.S.C. § 1030(a)(2) and (a)(5).

191 See infra note 104.

192 See supra note 94.

103 See COMPUTER SECURITY INSTITUTE, CSI/FBI COMPUTER CRIME AND SECURITY
SURVEY 11 (2003), available at http://www.security.fsu.edu/docs/FBI2003.pdf.

194 From 1999 to 2003, respondents reported 52, 68, 70, 113, and 88 system penetrations,
respectively. See id.

195 See supra Part 11.B.1 for a discussion about how the PATRIOT Act broadened the
definition of damage.
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underground.'®® Included among his revised code of ethics was to never take
“stupid” risks such as trying to connect to a government computer.'%’
Undoubtedly, this was a recognition of the strong protection for government
computers that has endured every revision of the CFAA.'® Not surprisingly, this
revised code of ethics did not include a prohibition against hacking into personal
or corporate computers.'*

Another possibility is that these hackers are overly optimistic about their
chances of not being caught or prosecuted. Some experts have indicated that a
significant number of hackings are committed by young people who believe that
“they are untouchable.”® Given the statistics compiled by Banisar regarding the
actual number of prosecutions in 1998, these computer hackers may be justified in
being overly optimistic.

b. Software manufacturers explicitly excepted from liability
under the CFAA

Prior to the 2001 PATRIOT Act amendment of 18 U.S.C. § 1030(g),
several courts had expanded the reach of CFAA to include not only damages
resulting from unauthorized computer use, but also damages resulting from
software manufacturers who distributed faulty software.'** However, the last part
of 18 U.S.C. § 1030(g) now explicitly states that “[n]o action may be brought
under this subsection for the negligent design or manufacture of computer
hardware, computer software, or firmware.”**? This means that software
manufacturers will not be held accountable for creating the security holes that
allow computer hackers to hijack computer systems.

V. MoVING TOWARDS A NATIONAL REPORTING REQUIREMENT FOR
COMPUTER INTRUSIONS

Having established the technical, societal, and legal problems that
contribute to the escalating problem of intrusive computer hacking, this paper
now proposes a solution in the form of a national reporting requirement. First, as
background, California’s reporting requirement will be introduced. California is

106 See Matheis, supra not