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UNIVERSAL CITY STUDIOS, INC. v. CORLEY

273 F.3d 429 (2nd Cir. 2001)

 
JON O. NEWMAN, Circuit Judge.
 
* * *
 
I. CSS
 
The movie studios were reluctant to release movies in digital form until they were confident they had in place adequate safeguards against piracy of their copyrighted movies. The studios took several steps to minimize the piracy threat. First, they settled on the DVD as the standard digital medium for home distribution of movies. The studios then sought an encryption scheme to protect movies on DVDs. They enlisted the help of members of the consumer electronics and computer industries, who in mid-1996 developed the Content Scramble System ("CSS"). CSS is an encryption scheme that employs an algorithm configured by a set of "keys" to encrypt a DVD's contents. The algorithm is a type of mathematical formula for transforming the contents of the movie file into gibberish; the "keys" are in actuality strings of 0's and 1's that serve as values for the mathematical formula. Decryption in the case of CSS requires a set of "player keys" contained in compliant DVD players, as well as an understanding of the CSS encryption algorithm. Without the player keys and the algorithm, a DVD player cannot access the contents of a DVD. With the player keys and the algorithm, a DVD player can display the movie on a television or a computer screen, but does not give a viewer the ability to use the copy function of the computer to copy the movie or to manipulate the digital content of the DVD.
The studios developed a licensing scheme for distributing the technology to manufacturers of DVD players. Player keys and other information necessary to the CSS scheme were given to manufacturers of DVD players for an administrative fee. In exchange for the licenses, manufacturers were obliged to keep the player keys confidential. Manufacturers were also required in the licensing agreement to prevent the transmission of "CSS data" (a term undefined in the licensing agreement) from a DVD drive to any "internal recording device," including, presumably, a computer hard drive.

With encryption technology and licensing agreements in hand, the studios began releasing movies on DVDs in 1997, and DVDs quickly gained in popularity, becoming a significant source of studio revenue. In 1998, the studios secured added protection against DVD piracy when Congress passed the DMCA, which prohibits the development or use of technology designed to circumvent a technological protection measure, such as CSS. The pertinent provisions of the DMCA are examined in greater detail below.
 
II. DeCSS
 
In September 1999, Jon Johansen, a Norwegian teenager, collaborating with two unidentified individuals he met on the Internet, reverse-engineered a licensed DVD player designed to operate on the Microsoft operating system, and culled from it the player keys and other information necessary to decrypt CSS. The record suggests that Johansen was trying to develop a DVD player operable on Linux, an alternative operating system that did not support any licensed DVD players at that time. In order to accomplish this task, Johansen wrote a decryption program executable on Microsoft's operating system. That program was called, appropriately enough, "DeCSS."
If a user runs the DeCSS program (for example, by clicking on the DeCSS icon on a Microsoft operating system platform) with a DVD in the computer's disk drive, DeCSS will decrypt the DVD's CSS protection, allowing the user to copy the DVD's files and place the copy on the user's hard drive. The result is a very large computer file that can be played on a non-CSS-compliant player and copied, manipulated, and transferred just like any other computer file. DeCSS comes complete with a fairly user-friendly interface that helps the user select from among the DVD's files and assign the decrypted file a location on the user's hard drive. The quality of the resulting decrypted movie is "virtually identical" to that of the encrypted movie on the DVD. Universal I,

 HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=4637&FindType=Y&ReferencePositionType=S&SerialNum=2000479410&ReferencePosition=308"  111 F.Supp.2d at 308, 313. And the file produced by DeCSS, while large, can be compressed to a manageable size by a compression software called "DivX," available at no cost on the Internet. This compressed file can be copied onto a DVD, or transferred over the Internet (with some patience).
Johansen posted the executable object code, but not the source code, for DeCSS on his web site. … Within months of its appearance in executable form on Johansen's web site, DeCSS was widely available on the Internet, in both object code and various forms of source code. See Trial Exhibit CCN (Touretzky Article: Gallery of CSS Descramblers).
In November 1999, Corley wrote and placed on his web site, 2600.com, an article about the DeCSS phenomenon. His web site is an auxiliary to the print magazine, 2600: The Hacker Quarterly, which Corley has been publishing since 1984. As the name suggests, the magazine is designed for "hackers," as is the web site. While the magazine and the web site cover some issues of general interest to computer users--such as threats to online privacy--the focus of the publications is on the vulnerability of computer security systems, and more specifically, how to exploit that vulnerability in order to circumvent the security systems. Representative articles explain how to steal an Internet domain name and how to break into the computer systems at Federal Express. Universal I,

 HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=4637&FindType=Y&ReferencePositionType=S&SerialNum=2000479410&ReferencePosition=308"  111 F.Supp.2d at 308-09.
Corley's article about DeCSS detailed how CSS was cracked, and described the movie industry's efforts to shut down web sites posting DeCSS. It also explained that DeCSS could be used to copy DVDs. At the end of the article, the Defendants posted copies of the object and source code of DeCSS. In Corley's words, he added the code to the story because "in a journalistic world, ... [y]ou have to show your evidence ... and particularly in the magazine that I work for, people want to see specifically what it is that we are referring to," including "what evidence ... we have" that there is in fact technology that circumvents CSS. Trial Tr. at 823. Writing about DeCSS without including the DeCSS code would have been, to Corley, "analogous to printing a story about a picture and not printing the picture." Id. at 825. Corley also added to the article links that he explained would take the reader to other web sites where DeCSS could be found. Id. at 791, 826, 827, 848.
2600.com was only one of hundreds of web sites that began posting DeCSS near the end of 1999. The movie industry tried to stem the tide by sending cease- and-desist letters to many of these sites. These efforts met with only partial success; a number of sites refused to remove DeCSS. In January 2000, the studios filed this lawsuit. 

 
Judge Newman explains that movie studios license the CSS technology required to unscramble DVD content – most fundamentally, the decryption keys – to DVD player manufacturers (whether hardware or software). This is accomplished through the DVD Copy Control Association (“DVDCCA”), a trade association of businesses in the movie industry that controls the rights to CSS. It is important to stress that, through CSS, the DVDCCA is able to force player manufacturers to submit to the terms and conditions of its licenses. CSS not only affords the movie industry copyright protection from end users, but also leverage over the manufacturers of players. Under the terms of its CSS license, the DVDCCA can control the extent and nature of the functionality offered to end users of DVD players. 

The availability of DeCSS not only strips the movie industry of its copyright protection from end users, but also, in theory, eliminates its leverage over DVD player manufacturers. Were it not for the DMCA, the manufacturer of a DVD player could use DeCSS to unscramble DVDs, eliminating the need to submit to the terms of the DVDCCA’s license for the CSS technology.

CSS, then, is a technology that works in tandem with private law (contract) to provide control over digital intellectual property. Largely the result of efforts by a trade association similar to the DVDCCA, the Audio Home Recording Act (“AHRA”) represents a similar pairing of law and technology. The AHRA is, naturally, public law and the relationship between the AHRA and the associated technologies is inverted; the AHRA mandates compliance with certain technology specifications while CSS is a private technology that forces companies to submit to private law (that is, forces player manufacturers to submit to the terms of CSS technology licenses).

DVD COPY CONTROL ASSOCIATION v. BUNNER

93 Cal. App. 4th 648, 60 U.S.P.Q.2D (BNA) 1803

PREMO, Acting P.J.
This appeal arises from an action for injunctive relief brought under the Uniform Trade Secrets Act, Civil Code section 3426.1, et. seq. After learning that its trade secret had been revealed in DVD decryption software published on the Internet, plaintiff DVD Copy Control Association (DVDCCA) sought an injunction against defendant Andrew Bunner and numerous other Internet web-site operators to prevent future disclosure or use of the secret.

…

In October 1999, a computer program entitled "DeCSS" was posted on the Internet allegedly by Jon Johansen, a 15 year old resident of Norway. DeCSS consists of computer source code which describes a method for playing an encrypted DVD on a non-CSS-equipped DVD player or drive. Soon after its initial publication on the Internet, DeCSS appeared on numerous web sites throughout the world, including the web site of defendant Andrew Bunner. In addition, many individuals provided on their web sites "links" to copies of DeCSS on other web sites without republishing DeCSS themselves.

…

The first question we consider is whether DeCSS is "speech" that is within the scope of the First Amendment. The application of the First Amendment does not depend on whether the publication occurred on the Internet or by traditional means. (Reno v. American Civil Liberties Union (1997) 521 U.S. 844, 870, 117 S.Ct. 2329, 138 L.Ed.2d 874.) Likewise, it makes no difference that Bunner is a republisher rather than the original author of DeCSS. "It would be anomalous if the mere fact of publication and distribution were somehow deemed to constitute 'conduct' which in turn destroyed the right to freely publish." (

 HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=661&FindType=Y&SerialNum=1975125386" Wilson v. Superior Court, supra, 13 Cal.3d at p. 660, 119 Cal.Rptr. 468, 532 P.2d 116.) "[A] naked prohibition against disclosures is fairly characterized as a regulation of pure speech." (Bartnicki v. Vopper (2001) 532 U.S. 514, ----, 121 S.Ct. 1753, 1761, 149 L.Ed.2d 787 (Bartnicki ).) Nor does it matter that the disclosure was made by an individual on his web site rather than a media publication in a newspaper. The right to freedom of speech "does not restrict itself 'depend[ing] upon the identity' or legal character of the speaker, 'whether corporation, association, union, or individual.' " (Gerawan Farming, Inc. v. Lyons (2000) 24 Cal.4th 468, 485, 101 Cal.Rptr.2d 470, 12 P.3d 720; Bartnicki v. Vopper, supra, 532 U.S. at p. ---- [121 S.Ct. at p. 1760], fn. 8.)

DVDCCA has not alleged that Bunner engaged in any expressive "conduct" by posting DeCSS on his web site. Nor is there any indication in the record that Bunner engaged in conduct mixed with speech. DVDCCA does suggest, however, that DeCSS is insufficiently expressive because it is composed of source code and has a functional aspect. "The issue of whether or not the First Amendment protects encryption source code is a difficult one because source code has both an expressive feature and a functional feature. The United States does not dispute that it is possible to use encryption source code to represent and convey information and ideas about cryptography and that encryption source code can be used by programmers and scholars for such informational purposes. Much like a mathematical or scientific formula, one can describe the function and design of encryption software by a prose explanation; however, for individuals fluent in a computer programming language, source code is the most efficient and precise means by which to communicate ideas about cryptography. [§ ] ... The fact that a medium of expression has a functional capacity should not preclude constitutional protection. [§ ] ... [§ ] ... [C]omputer source code, though unintelligible to many, is the preferred method of communication among computer programmers. [§ ] Because computer source code is an expressive means for the exchange of information and ideas about computer programming, we hold that it is protected by the First Amendment." (Junger v. Daley (6th Cir.2000) 209 F.3d 481, 484-485.)

Like the CSS decryption software, DeCSS is a writing composed of computer source code which describes an alternative method of decrypting CSS-encrypted DVDs. Regardless of who authored the program, DeCSS is a written expression of the author's ideas and information about decryption of DVDs without CSS. If the source code were "compiled" to create object code, we would agree that the resulting composition of zeroes and ones would not convey ideas. (See generally Junger v. Daley, supra, 209 F.3d at pp. 482-483.) That the source code is capable of such compilation, however, does not destroy the expressive nature of the source code itself. Thus, we conclude that the trial court's preliminary injunction barring Bunner from disclosing DeCSS can fairly be characterized as a prohibition of "pure" speech.
Those seeking to guarantee the full ambit of First Amendment protections for computer code argue that software is undistinguishable from the myriad other forms of expression. In an effort to support this argument, some have repackaged the DeCSS source code in various “creative” forms, blurring the lines between code and expression. The “Gallery of CSS Descramblers,” located at http://www-2.cs.cmu.edu/~dst/DeCSS/Gallery/ , is a website that highlights several examples of this creative presentation of source code. Among many other examples, the site showcases the “DeCSS T-Shirt” and the “DeCSS Song.” The site’s author(s) explains:

If code that can be directly compiled and executed may be suppressed under the DMCA, … but a textual description of the same algorithm may not be suppressed, then where exactly should the line be drawn? This web site was created to explore this issue, and point out the absurdity of [the] position that source code can be legally differentiated from other forms of written expression.
