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1. Circumvention of Copyright Protection Systems 

…

New section 1201 of the [Digital Millennium Copyright Act] defines three new violations: (a)(1) to circumvent technological protection measures that control access to copyrighted works; (a)(2) to manufacture, disseminate or offer, etc. devices or services, etc. that circumvent access controls; and (b) to manufacture, disseminate, or offer, etc. devices or services etc. that circumvent a technological measure that "effectively protects a right of the copyright owner ...." It is important to appreciate that these violations are distinct from copyright infringement. The violation occurs with the prohibited acts; it is not necessary to prove that the dissemination of circumvention devices resulted in specific infringements. 

a. s 1201(a): Protection of technological measures controlling access to copyrighted works 

This subsection sets out a right to prevent circumvention of technology used to control access to a copyrighted work; the right is articulated separately and treated differently from the circumvention of technology used to protect a "right of the copyright owner" under Title 17 (for instance, to authorize or prohibit reproduction, creation of derivative works, distribution, public performance/display - subsection (b) covers these rights, see infra). The separation of access 

from rights of copyright owners responds to the different balances struck depending on whether (a) access to the copyrighted work is offered to the public subject to the copyright owner's price and/or terms, or (b) access having been lawfully obtained, members of the public now seek to reproduce/adapt/distribute/publicly perform or publicly display the work (or portions of it). 

The DMCA gives the greatest protection to copyright owners' right to control access, since it makes it a violation both (1) for users to circumvent access controls, and (2) for others to manufacture, disseminate or offer devices or services that circumvent access controls. As for post-access circumvention, while the law prohibits the manufacture, dissemination, offering etc. of devices or services, etc. that circumvent technological protection of rights under copyright (e.g., anticopying codes), the bill does not prohibit users themselves from circumventing these protections. 

The contrast indicates that this law tolerates direct end-user circumvention of post-access anticopying measures, to a far greater extent than it does circumvention of access controls. 

…

b. s 1201(a)(1): Prohibition on end-user circumvention of access controls 

The DMCA distinguishes between access to the work, and use of the work once accessed. In old technology (hardcopy) terms, the distinction might be between acquiring a copy in the first place, and what one does with the copy thereafter. The fair use concerns primarily focus on the second stage. That is, it may be fair use to make nonprofit research photocopies of pages from a lawfully acquired book; it is not fair use to steal the book in order to make the photocopies. To that extent, the notion of "access" appears to resemble the traditional copyright concepts inherent in the exclusive distribution right. The Supreme Court has construed this right to give the author 

control over the determination to grant "access" to her work, that is, to disclose and offer it to the public, for purchase if she chooses. 

i. What is "access"? 

…

In adopting an "access to the work" standard, Congress has placed the user who has lawfully stored a copy of an access-controlled work in the same position as a user who does not retain the copy, and who must therefore re-connect to the online source to view the work. Each viewing from the online source is a new "access" to the work. But so are viewings from a downloaded version (or, for that matter, a free-standing version such as a CD ROM). In each of these circumstances, the user may not … circumvent a technological measure that controls the user's ability to apprehend the work. 

… 

c. s 1201(a)(2): Prohibition on manufacture, etc. of devices, etc. that circumvent access controls 

If users may not directly defeat access controls, it follows that third parties should not enable users to gain unauthorized access to copyrighted works by providing devices or services (etc.) that are designed to circumvent access controls. Indeed, the principal targets of the DMCA are the providers of circumvention devices, services, etc. As a general proposition, the prohibition on providing devices such as "black box" descramblers that enable members of the public to receive without paying for pay-per-view type transmissions (for example, of music or of audiovisual works), is (or should be) uncontroversial. The question is whether the DMCA's prohibition sweeps too broadly, and ends up barring the manufacture and dissemination of devices or services that have legitimate uses other than to circumvent controls on access to copyrighted works. Too broad a prohibition may frustrate whatever legitimate activities the devices may permit. Equally importantly, too broad a prohibition may frustrate the development of useful new technologies. 

Section 1201(a)(2) does not prohibit the dissemination of any device (etc.) that might be used to defeat an access control. It does not target general purpose devices (etc.) whose accidental, incidental or unwitting use results in circumvention. Nor does it bar those devices (etc.) that, while capable of, and even used for, circumvention, are primarily designed or used for other purposes. The law prohibits the manufacture, etc. of devices, services, etc., only in the following three circumstances: 

(A) The device (etc.) was "primarily designed or produced for the purpose of circumventing a technological measure that effectively controls access" to a copyrighted work; or 

(B) The device (etc.) was not primarily designed to circumvent, but in fact "has only limited commercially significant purpose or use other than to circumvent ..."; or 

(C) The device (etc.) is "marketed" (i.e., advertised or promoted) as a device (etc.) to be used to circumvent access controls. In this case, the target of the law is the person promoting the circumventing use; it is not the manufacturer (etc.) of the device (etc.), unless that person acts in concert with the marketer. 

… 

e. s 1201(b): Circumvention of technological protections of (traditional) rights under copyright 

The DMCA also addresses technological protection of the post-access rights of reproduction, adaptation, distribution, public performance or display. Here, the bill addresses only the producers and suppliers of circumvention devices, services (etc.); the end-user's activities are not at issue. As with section 1201(a), section 1201(b) does not target all devices (etc.) that are capable of being used for circumvention. Manufacture and distribution of post-access circumvention devices, services (etc.) are prohibited only if (A) they are "primarily designed" to circumvent; or (B) if they have "only limited commercially significant" uses other than to circumvent; or (C) if they are "marketed" as circumvention devices. 

The prohibition contained in this subsection is not as stringent as that of the subsection concerning access controls. The post-access devices (etc.) here targeted are those that circumvent "protection afforded by a technological measure that effectively protects a right of a copyright owner under this title ...." The exclusive rights under copyright set forth in section 106 of the Copyright Act are expressly made "subject to sections 107 through 120," sections that set forth a variety of exceptions to and limitations on copyright (referred to collectively as "fair uses"). If the circumvention device (etc.) is designed for or can be put to commercially significant fair use, then it is not a violation of s 1201(b) to sell the device or to offer the circumvention service. Here, as in the case of circumventions of access controls, however, the device itself probably cannot distinguish between circumventions for fair use purposes, and circumventions aimed simply at obtaining unauthorized copies. But were the device exculpated simply because it is capable of being put to fair use, then, as a practical matter, the fair use tail would again wag the copyright infringement dog. 

Nonetheless, this need not mean that there can be no manufacture and distribution of circumvention devices (etc.). The lawfulness of the manufacture and distribution should turn on the definition of the market for the device or service (etc.). A copy protection-defeating device addressed to the general public may not be likely to have commercially significant fair uses; one created for or disseminated to a community of researchers and scholars is a better candidate. 

Put another way, so long as university or library personnel employ circumvention devices or services that they have devised (or that are created at the library or university's behest), and so long as the devices or services are used to make copies (or adaptations, distributions, public performances or displays) that would qualify as fair uses, there should be no violation of section 1201(b). 

There is at least one major objection to this market-based analysis: it appears to privilege formal fair use communities, such as universities and libraries, over the general public (although all members of the public can be library users). All members of the public are entitled to invoke the fair use exception (in appropriate circumstances). Non-scholarly fair use can include parody and other forms of commentary. Under Sony Corp. of America v. Universal City Studios, Inc., some kinds of temporary noncommercial copying for personal convenience may also be fair use. If one assumes that technological measures will accompany all copies of the works targeted for parody, or for private copying, then how will the user (who is insufficiently computer-adept to do the circumvention herself) be able to obtain and exercise the means to make the further copies necessary to carry out her fair use project? The assumption that copyright owners will only make their works available in copy-protected form may well be overstated; nonetheless this is one issue that Congress instructed the Copyright Office to take into account in preparing its study of the "impact that the prohibition on the circumvention of technological measures applied to copyrighted works has on criticism, comment, news reporting, teaching, scholarship, or research ...."

…

Section 1201(a)(1) of the DMCA codifies a new set of legal entitlements (and corresponding burdens) regarding systems that might protect copyrighted content. These are distinct from the basic entitlements conferred by copyright law itself. For example, U.S. copyright law does not preserve for copyright holders a default right to control access to copies of their works once distributed. Opening a book and reading it is not an event of legal moment as far as Title 17 is concerned, and lending such a book is explicitly protected against a claim of infringement by the First Sale Doctrine, 17 U.S.C. 109. Thus can libraries exist, even if their lending of books can be demonstrated to harm the market for them. (After all, many people who borrow a book might otherwise have bought it.)

The fact that the anti-circumvention provisions are separate from underlying copyright law does not simply mean that actions previously innocuous are now penalized. In addition, actions previously privileged under copyright law may become much more difficult. To understand this, consider again the First Sale Doctrine. So long as one has a book, one can lend it, and a copyright suit challenging the lending will be open and shut thanks to an invocation of 17 U.S.C. 109’s First Sale defense. Now imagine an electronic book registered to a single desktop computer. One may wish to lend the book to a friend – making the book disappear from her computer and appear on the friend’s instead, perhaps thanks to having been attached to an email. But a trusted system might flatly prohibit such a use, or require additional payment before allowing it. These prohibitions, written into the code, cannot be ignored. The First Sale Doctrine is only a defense to copyright infringement – it, like other defenses such as fair use, is not a right. So one cannot demand that the company allow the lending of one’s electronic book, even though if one could figure out how to make such lending take place, the lending would not itself be subject to a claim of copyright infringement. (The right to demand that one not be technologically barred from activities that would be privileged as fair use or under the first sale doctrine might be thought of as “copyduty,” something that does not exist in Title 17.)

Questions

Suppose that Dorothy buys a CD from her local music store. (There is no license involved – this is a simple purchase.) She enjoys the music a great deal and decides to share it with her friend, Ian. Dorothy lends the CD to Ian, but is frustrated to learn that the CD will not play on his computer. Dorothy next learns that her CD employs the latest in anti-piracy technology; once she played the CD on her computer, it was registered to her computer and rendered inoperable on any other machine.

Vaguely familiar with the First Sale Doctrine – and profoundly irate – Dorothy plans to sue the record company that holds the copyrights in her CD in order to compel them to allow her to share her CD with Ian. Does she have a valid claim? Would your answer be any different if Ian’s use of the CD was defensible – with respect to the claim of copyright infringement – on the basis of fair use?

Now suppose that Ian – a gifted computer scientist – cracks the anti-piracy technology that locks the content on Dorothy’s CD. Can he be prosecuted under the DMCA? Does he have a defense under the First Sale Doctrine? What if his use of the CD is a fair use?

Perhaps, then, the defenses to claims of copyright infringement such as “fair use” or “first sale” presuppose – now wrongly – that the users can gain access to the work to engage in such activity in the first instance. 

While the DMCA proclaims in Section 1201(c)(1) that “nothing in [Section 1201] shall affect rights, remedies, limitations, or defenses to copyright infringement, including fair use, under [Title 17]”, its framers were nonetheless acutely aware of the potential danger that Section 1201(a)(1) could effectively eliminate fair use by barring access. For this reason, they constructed several exceptions to Section 1201(a)(1).

