Exploring the Role(s) of Ethics in the Future of Free Culture and the Need to Improve Pedagogical Strategies for the Remix Student
The journal Computers and Composition Online just released its special issue dedicated to Web 2.0 titled Composition in the Freeware Age: Assessing the Impact and Value of the Web 2.0 Movement for the Teaching of Writing. Among eight articles from scholars who research and write about the intersections of rhetoric, writing, and technology as well as what constitutes a “text” in the digital age, the special issue features my new article, “Hacker Ethics & Firefox Extensions: Writing & Teaching the ‘Grey’ Areas of Web 2.0.” This article creates a link between expanding definitions of writing to behaviors and motivations of a hacker. Writing scholars are examining new modes of composition that have moved the field deeper into what has been described as a “multimedia swamp” (Thaiss, 2002, p. 306).  Here, creative expressions such as video remixing and other forms of digital authoring are not only classified as writing but being taught in a variety of composition classrooms experimenting with new media. In my article, I posit that as writers active with these new modes of composition we are all in a very real sense hackers. While I have initiated the claim elsewhere that it is becoming more difficult (and perhaps less fruitful) to distinguish between programmers, designers, and authors and their melding roles in digital spaces (Ballentine, 2007), my latest research focuses on using remix technologies as a means for discussing what we as writers, hackers, teachers, and scholars can learn from “hacker ethics.” Therefore, the key challenge that I would like to bring to the workshop would be to pursue in much greater detail the role ethics plays or should play in the future of Free Culture. More specifically, can hacker ethics serve as a guide for revisiting an ethical framework that could help govern behavior in ethically sensitive contexts?

My own approach thus far has been to introduce students to the breadth of perspectives regarding ethics and ethical behavior found in networked communities. For example, developers and users of free and open source software hold that sharing information and source code is not just a “powerful good” but an ethical responsibility (Weber, 2004; Himanen, 2001; Raymond, 2001; Stallman, 1999). In class, we do not have to search much farther than Eric Raymond’s (in)famous “jargon file” entry on “hacker ethics” for what some find to be a controversial interpretation. In addition being a proponent of knowledge sharing, he defines hacker ethic as: “The belief that system-cracking for fun and exploration is ethically OK as long as the cracker commits no theft, vandalism, or breach of confidentiality.” While Raymond acknowledges that not all hackers agree with his definition, he does assert that his perspectives on these “ethical principles” are “widely” held views.
In contrast, I believe students should understand how seriously the professional IT community embraces the subject of ethics and that corporate expectations are often not inline with Raymond’s well-known beliefs. The International Council of Electronic Commerce Consultants, for example, now offers an ethical hacking certification exam and new publications such as Michael Gregg’s (2006) Certified Ethical Hacker serve as study guides for the test while also offering interesting insight into the test’s criteria for ethical hacking. According to Gregg, “Ethical hacking is a form of legal hacking that is done with the permission of an organization to help increase its security” (p. 20). That is, nothing is ever done without permission. In a section titled, “Rules of Engagement,” Gregg writes:
Be ethical – That’s right; the big difference between a hacker and an ethical hacker is the word ethics. Ethics is a set of moral principles about what is correct or the right thing to do. Ethical standards are sometimes different from legal standards in that the laws define what we must do, whereas ethics define what we should do. (p. 33)

These divergent views are important for students to witness in order for them to understand the breadth of what others consider to constitute ethical hacking. However, what I have found to be more useful in terms of application in the classroom is to acknowledge openly the ambiguous or gray areas between the poles of Raymond and Gregg. In my article on hacker ethics, I suggested that instructors teaching courses such as multimedia writing or design that may have a remix component could introduce these gray areas of ethical hacking by first reviewing the online security guide documentation offered by Red Hat, a commercial distribution of Linux (Attackers and vulnerabilities, 2002). The documentation has a broadly defined but constructive framework for hacker ethics. The guide is less normative and rather than attempting to establish a universal definition of ethical hacking, Red Hat instead outlines the practice of hacking in any form within the spectrum of white, black, and gray “hat” hacking. The “hat” a hacker wears and its associative color is simply a metaphorical reference to the type of activity he or she is engaged with at a particular moment in time. Not surprisingly white symbolizes good or pure activity, black denotes bad or evil, and gray stands in for an ambiguous blend of the two. Remix by its definition involves appropriating materials from surrounding cultures and using those materials to make new meanings and new “texts.” This means that students working in and with new modes of composition and remixing materials are often operating in these gray spaces as gray hat hackers.
Of course, without class time dedicated to remix projects, student discussion involving ethical hacking will remain hypothetical only. In pursuit of the key challenge to initiate a discussion on the role of ethics in the future of Free Culture, I would like to ask workshop participants to share pedagogical strategies for getting students involved as practitioners within the Free Culture movement. That is, how do we help students move from existing merely within what Lawrence Lessig (2008) has called a “Read Only” culture into a “Read/Write” culture? Again, in my Computers and Composition Online article, I document my beginning attempts at addressing this challenge. Briefly, I focus on two new Web 2.0 extensions (Web Developer and Greasemonkey) for the open source browser Firefox that I believe extend an invitation to remix, hack, manipulate, and even (if one should desire) sabotage content. These two extensions and the activities they enable are discussed within the framework of white, black, and grey “hat” hacker ethics. For example, students may use these tools to strip expensive advertisements from their favorite web pages. Or, they may combine the rich database of a site like Amazon with a list of public libraries in order to avoid buying books. Students learn quickly that the possibilities for remix are endless and thus so are the debates regarding the ethical behaviors of such practices. 
I propose that writing, or the remixing that we and our students now do, can benefit from considering the ethical hacking color spectrum and its associated behaviors. In practice, I have found this to be a successful method for introducing ethics in the classroom in that it generates a dialogue about the subject without being prescriptive. Also, using these two specific Firefox extensions is a simple means to introduce students at any technological skill level to read/write culture. The workshop would be an excellent opportunity to hear from other instructors in many other disciplines regarding their ideas on assisting students with the move from idle consumers to active practitioners. 
Rationale for Interest in Key Challenge
I believe the challenge I have identified for the workshop (the role of ethics in the future of Free Culture) is applicable to the interests of the cross-disciplinary audience the workshop will no doubt attract. While I do approach the challenge from the vantage of my own academic discipline of rhetoric and composition, I am also a former senior software engineer. In part, the challenge for the workshop regarding the importance of usable ethical framework comes from my years as a developer where ethical dilemmas are unavoidable. Many of the students that I work with in advanced writing classes are from other disciplines and go on to be engineers and scientists. I am therefore interested in learning from the broad representation of backgrounds that comprise this workshop. Finally, I think ethics and the need to advance a read/write culture are subjects that readily facilitate discussion.
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